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Office of the Secretary of Defense § 321.3

1 Copies may be obtained via internet at
http://web7.whs.osd.mil/corres.htm

knowingly and willfully request or ob-
tain any record concerning an indi-
vidual under false pretenses. The Act
also establishes similar penalties for
violations by NIMA employees of the
Act or regulations established there-
under.

[40 FR 55543, Nov. 28, 1975. Redesignated at 57
FR 6074, Feb. 20, 1992, as amended at 62 FR
65021, Dec. 10, 1997]

§ 320.11 Specific exemptions.
All systems of records maintained by

the NIMA and its components shall be
exempt from the requirements of 5
U.S.C. 552a(d) pursuant to 5 U.S.C.
552a(k)(1) to the extent that the system
contains any information properly
classified under Executive Order 12958
and that is required by Executive Order
to be kept secret in the interest of na-
tional defense or foreign policy. This
exemption is applicable to parts of all
systems of records including those not
otherwise specifically designated for
exemptions herein which contain iso-
lated items of properly classified infor-
mation.

[60 FR 7909, Feb. 10, 1995, as amended at 61
FR 2916, Jan. 30, 1996; 62 FR 65021, Dec. 10,
1997]
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§ 321.1 Purpose and applicability.
(a) This part establishes rules, poli-

cies and procedures for the disclosure
of personal records in the custody of

the Defense Security Service (DSS) to
the individual subjects, the handling of
requests for amendment or correction
of such records, appeal and review of
DSS decisions on these matters, and
the application of general and specific
exemptions, under the provisions of the
Privacy Act of 1974. It also prescribes
other policies and procedures to effect
compliance with the Privacy Act of
1974 and DoD Directive 5400.11 1.

(b) The procedures set forth in this
part do not apply to DSS personnel
seeking access to records pertaining to
themselves which previously have been
available. DSS personnel will continue
to be granted ready access to their per-
sonnel, security, and other records by
making arrangements directly with the
maintaining office. DSS personnel
should contact the Office of Freedom of
Information and Privacy, DSSHQ, for
access to investigatory records per-
taining to themselves or any assistance
in obtaining access to other records
pertaining to themselves, and may fol-
low the procedures outlined in these
rules in any case.

§ 321.2 Definitions.
(a) All terms used in this part which

are defined in 5 U.S.C. 552a shall have
the same meaning herein.

(b) As used in this part, the term
agency means the Defense Security
Service.

§ 321.3 Information and procedures for
requesting notification.

(a) General. Any individual may re-
quest and receive notification of
whether he is the subject of a record in
any system of records maintained by
DSS using the information and proce-
dures described in this section.

(1) Paragraphs (b) and (c) of this sec-
tion give information that will assist
an individual in determining in what
systems of DSS records (if any) he may
be the subject. This information is pre-
sented as a convenience to the indi-
vidual in that he may avoid consulting
the lengthy systems notices elsewhere
in the Federal Register.

(2) Paragraph (d) of this section de-
tails the procedure an individual
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should use to contact DSS and request
notification. It will be helpful if the in-
dividual states what his connection
with DSS has or may have been, and
about what record system(s) he is in-
quiring. Such information is not re-
quired, but its absence may cause some
delay.

(b) DSS Records Systems. A list of DSS
records systems is available by con-
tacting Defense Security Service, Of-
fice of FOI and Privacy, 1340 Braddock
Place, Alexandria, VA, 22314-1551.

(c) Categories of individuals in DSS
Record Systems. (1) Any person who is
the subject or co-subject of an ongoing
or completed investigation by DSS
should have an investigative case file/
record in system V5-01, if the record
meets retention criteria. An index to
such files should be in V5-02.

(2) If an individual has ever made a
formal request to DSS under the Free-
dom of Information Act or the Privacy
Act of 1974, a record pertaining to that
request under the name of the re-
quester, or subject matter, will be in
system V1-01.

(3) Persons of Counterintelligence in-
terest who have solicited from indus-
trial contractors/DoD installations in-
formation which may appear to be sen-
sitive in nature may have a record in
system V5-04.

(4) Individuals who have been appli-
cants for employment with DSS, or
nominees for assignment to DSS, but
who have not completed their DSS af-
filiation, may be subjects in systems
V4-04, V5-01, V5-02, V5-03, or V6-01.

(5) Any individual who is a subject,
victim or cross-referenced personally
in an investigation by an investigative
element of any DoD component, may
be referenced in the Defense Clearance
and Investigations Index, system V5-02,
in an index to the location, file num-
ber, and custodian of the case record.

(6) Individuals who have ever pre-
sented a complaint to or have been
connected with a DSS Inspector Gen-
eral inquiry may be subjects of records
in system V2-01.

(7) If an individual has ever attended
the Defense Industrial Security Insti-
tute or completed training with the
DSS Training Office he should be sub-
ject of a record in V7-01.

(8) If an individual has ever been a
guest speaker or instructor at the De-
fense Industrial Security Institute, he
should be the subject of a record in V7-
01.

(9) If an individual is an employee or
major stockholder of a government
contractor or other DoD-affiliated
company or agency and has been
issued, now possesses or has been proc-
essed for a security clearance, he may
be subject to a record in V5-03.

(d) Procedures. The following proce-
dures should be followed to determine
if an individual is a subject of records
maintained by DSS, and to request no-
tification and access.

(1) Individuals should submit inquir-
ies in person or by mail to the Defense
Security Service, Office of FOI and Pri-
vacy, 1340 Braddock Place, Alexandria,
VA 22314-1651. Inquiries by personal ap-
pearance should be made Monday
through Friday from 8:30 to 11:30 a.m.
and 1:00 to 4:00 p.m. The information
requested in Sec. 321.4 must be pro-
vided if records are to be accurately
identified. Telephonic requests for
records will not be honored. In a case
where the system of records is not
specified in the request, only systems
that would reasonably contain records
of the individual will be checked, as de-
scribed in paragraph (b) of this section.

(2) Only the Director or Chief, Office
of FOI and Privacy may authorize ex-
emptions to notification of individuals
in accordance with § 321.13.

§ 321.4 Requirements for identifica-
tion.

(a) General. Only upon proper identi-
fication, made in accordance with the
provisions of this section, will any in-
dividual be granted notification con-
cerning and access to all releasable
records pertaining to him which are
maintained in a DSS system.

(b) Identification. Identification of in-
dividuals is required both for accurate
record identification and to verify
identity in order to avoid disclosing
records to unauthorized persons. Indi-
viduals who request notification of, ac-
cess to, or amendment of records per-
taining to themselves, must provide
their full name (and additional names
such as aliases, maiden names, alter-
nate spellings, etc., if a check of these
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